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Motivation Solution Innovation

The vaccine passport systems used 
by different countries may vary, so it 
is difficult to synchronize the vac-
cine certificate information between 
multiple countries.
Some vaccine passport systems 
have certain defects and are secure 
enough; thus, the certificates can 
be easily forged.

Rather than traditional centralized 
data storage, the project proposes a 
blockchain-based platform for certifi-
cate issuing and verification, which 
reduces the central point of failure 
eliminates fraudulent certificate at-
tacks.
“Two-tier” permissioned blockchain 
architecture for the scalability, usabili-
ty, and globally decentralized nature 
of the platform, compared with tradi-
tional single-tier blockchains.

Design an end-to-end vaccine certifi-
cate verification platform to provide a 
secure, immutable, and efficient 
COVID-19 certificate platform that 
helps the prevention of COVID-19 cer-
tificate frauds, international verifica- 
tion of the certificates, and the protec-
tion of personal private information.

Design

The system makes use of a two-tier verifiable 

blockchain architecture for certificate issuing 

and verification. The first tier is a global permis-

sioned blockchain that only records the issuing 

actions. The second tier is local blockchains 

maintained by different health care providers for 

storing detailed information about the vaccines 

and certificates. When requiring a certificate, 

Holders do not need to expose their personal 

information to the remaining of the system.

1. The First Tier: Global Chain
The Global Chain is a permissioned blockchain managed by Certificate Association across different countries. It is only used for 
recording the issuing actions. Detailed contents of vaccines or certificates are not directly stored on them. Only hash digested 
values of them will be written on the chain. As it is a permissioned blockchain, different actors have different permissions to oper-
ate with the chain. Members in the certificate association run the full nodes of the Global Chain network. They keep the whole 
copy of the blockchain data. Issuers, authorized by CA, can join the network with light nodes and mainly perform new transaction 
generation.



Actors in System

Mobile App for Holders Web Client for Issuer, Verifer, and CA

2. The Second Tier: Local Chains
The second tier is blockchains that are maintained by different healthcare providers. 
They are used for storing the detailed information of the vaccines provided by vaccine 
producers and the certificates issued by the Issuers. 

3. Personal Information
Personal information is kept privately by 
the Hold- ers. It will not be recorded on 
Global Chain or Local Chains.

Certificate Association (CA) can 
be healthcare institutions, and gov-
ernments from different countries. 
They are a group of authorities that 
manage the operations of the whole 
system. They are responsible for au-
thorizing new Issuers to the system, 
removing exist- ing Issuers, and 
adding new members to the Certifi-
cate Association. 

Issuer can be healthcare provid-
ers like hospitals and test/vaccine 
centers which are authorized by 
CA. They are responsible for is-
suing certificates such as vacci-
nation certificates, test certifi-
cates, and recovery from Covid19 
certificates. Ideally, they will not 
spread fraud information to the 
system.

Vaccine passport systems are adopted by many countries to fight against COVID-19 pandemic and prevent the resurgence of 
the virus. As the systems used by different countries may vary, it is difficult to synchronize the vaccine certificate information be-
tween multiple countries. In addition, security defects in the traditional implementations of these systems made fraudulent certif-
icates possible, which causes a significant hazard to public health.
In this report, we propose the design and implementation of VaxPass, an end-to-end decentralized blockchain-based vaccine 
passport verification system, helping to make the vaccine certificate issuing and verification process more secure and reliable 
around the globe. The two-tier verifiable blockchain structure of the system ensures the layered data isolation, easiness of infor-
mation synchronization, and good maintainability of the distributed ledger shared among different countries.
We hope the design of our project can contribute to the fight against the epidemic and inspire more innovations of applications 
of blockchain technologies in the real world.

Verifier can be individuals or organizations-
thatneed to check the health status (e.g., vacci-
nation records, nucleic acid amplification test-
ing results) of the Holders. They perform verifi-
cation of the certificates owned by the Holders.

Holder is the individual that possesses the 
certifications. They must show their identity in 
the system when verifying their health status.

Implementation

Conclusion
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