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Project title:  Internet Transaction Security with Fingerprint Recognition 

 

1. Project Objectives: 
This report presents a novel fingerprint identification system that operates with a webcam rather 

than a dedicated fingerprint scanner. We propose to take advantage of the proliferation of cameras 

on phones and computers, and provide a security platform that can be easily deployed to a large 

user base without specialized equipment. Our system captures an image of the user’s fingertip, 

processes it, and converts the fingertip image to a fingerprint image. Our authentication server 

application then extracts fingerprint features and matches them against a database to authenticate 

the user. 

 

2. Project Innovativeness: 
Current Internet transaction security solutions include providing users with an additional device 

that generates a random security number, or a security code at the back of credit cards. These 

solutions, however, require users to carry something with them at all times. Misplacing the device 

or card is also a legitimate issue. 

 

Our system solves this issue by using a webcam and performing fingerprint-based authentication. 

By removing the need for a dedicated fingerprint scanner, a much wider deployment of the system 

can be achieved, with dramatically higher speeds and lower cost. 

 

Our system architecture allows for various client applications to be easily built, as all processing 

occurs on the server. For example, our authentication system could be built into native smartphone 

applications, and built to make use of the high resolution cameras on today’s phones. 

 

The system is also robust, and can handle differing lighting conditions, skin tones, and camera 

resolutions. It is also rotation invariant, and can accept input at different angles.  

 

 

 



 

 

ENHANCING INTERNET TRANSACTION 

SECURITY WITH FINGERPRINT RECOGNITION 

 

Abstract 
 

This report presents a novel fingerprint identification system that operates with a webcam rather 

than a dedicated fingerprint scanner. Traditional fingerprint images have a high contrast 

between the fingerprint ridges and valleys. Fingertip photos obtained from a camera, however, 

suffer from low contrast, high noise, and blurring. We present a system that performs matching 

using such images. 

 

Fingerprint user registration and authentication is performed via a web interface. The image is 

then sent to a server where an image enhancement module separates the image into ridge and 

valley regions. Minutiae features, which are used to determine the uniqueness of a fingerprint, 

are then extracted and used for matching. 

 

On a system that collects 3 images for registration and 1 image for authentication, we obtain an 

Equal Error Rate of 6.17%. At a False Match Rate of 1%, we obtain a False Non-Match Rate (or 

False Rejection Rate) of 12.5%. These numbers are highly competitive with existing systems of 

a similar nature. 

 

 We believe this system has a wide variety of applications. The ubiquity of webcams and mobile 

phone cameras allow the system to be deployed rapidly. Deployment costs are also significantly 

reduced as no specialized hardware will be required. 
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1. PROJECT OVERVIEW 

 

1.1 Introduction 

The rise of online transactions has created a need for a solid Internet transaction 

security solution. Current security solutions include providing users with an additional 

device that generates a random security number, or a security code at the back of 

credit cards. These solutions, however, require users to carry something with them at 

all times. Misplacing the device or card is also a legitimate issue. 

 

A more secure method to authenticate users is needed; one that is convenient to 

implement and use, as well as one that offers solid security. A solution that would fit the 

bill is biometric identification. It is unique to each person, and the biometric feature, be it 

iris or fingerprints, is something always found on the person. The problem, however, is 

that dedicated hardware is required for this authentication. Such hardware is often 

expensive and not portable. Thus adding fingerprint recognition based security to an 

existing system is often costly, making widespread deployment difficult. 

 

This report presents a novel fingerprint identification system that operates with a 

webcam rather than a dedicated fingerprint scanner. We propose to take advantage of 

the proliferation of cameras on phones and computers, and provide a security platform 

that can be easily deployed to a large user base without specialized equipment. Our 

system captures an image of the user’s fingertip, processes it, and converts the 

fingertip image to a fingerprint image. Our authentication server application then 

extracts fingerprint features and matches them against a database to authenticate the 

user. 

 

This system adds an additional layer of security to the traditional username and 

password. Even if the account ID, password, or key code were to be compromised, the 

transaction will not proceed in the absence of a fingerprint. 

 

1.2 Aims and Objectives 

In this project, we aim to build a complete system that can perform both enrollment and 

authentication. We believe an effective system would one that can be deployed quickly 

to a wide variety of machines with great ease. As such, we have separated our system 

into two halves :  client-side and server-side. 
 

The client side will be a web application that runs within the browser. It will be the user 

interface through which all users perform registration and authentication. A web 
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application will be able to reach the largest number of personal computers, as there is 

no restriction on a specific operating system or software runtime. The client application 

will acquire the image from the user, perform basic cropping, and send it to the server 

securely. 

 

The server application will perform all of the heavy lifting of the system. Image 

processing will be performed to improve the quality of the image, followed by fingerprint 

extraction. Authentication will be performed using a fingerprint matching module. A 

database will be used for storage and retrieval of all fingerprint data. 

 

We aim to keep the client as thin as possible, offloading the bulk of the processing to 

the server. This allows us to quickly build new clients for other platforms if necessary, 

such as a native smartphone application. 

 

In testing the system, we aim to lower the occurrence of false positives and false 

negatives when performing authentication. 

 

 

 

1.3 Background Information 
Automated fingerprint recognition is an active area of research. Despite the increasing 

prevalence of fingerprint based authentication systems, it is far from a solved problem.  

 

Current methods of fingerprint matching 

largely utilize the minutiae found on the 

fingerprint. Minutiae can be classified 

into many categories, but all of them can 

be reduced into one of the two canonical 

forms :  ridge endings and ridge 

bifurcations. These can be easily 

detected if the input image can be 

converted into a binary (black-and-white) 

image of ridges and valleys. If the image 

quality is too low to discern minutiae, 

one can use features such as the ridge 

orientation or the ridge frequency to 

perform matching. These features, 

however, are far from unique, and can at best be used for quick classification.  

 

 

 

 

Figure 1 : Fingerprint Ridges and Endings 
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Almost all research on this subject in the past thirty years 

has aimed to improve the performance of systems for 

which the input is either a print (traditional ink prints, 

crime scene prints) or a scanned image (optical 

scanners, thermal scanners, capacitive scanners). These 

images typically have high contrast between ridges and 

valleys. The region of interest is also usually easy to 

define. Various methods have been developed to 

improve performance at every stage of an Automated 

Fingerprint Identification System (AFIS). These include 

(and are not limited to) methods that enhance the 

fingerprint image [1][2][3], binarize the image [4], identify 

unique features [5], compare features obtained from two 

prints to calculate a correlation score [6], classify prints to increase efficiency of search 

[7], and evaluation methods to objectively compare the results of different types of 

AFIS.  

 

Fingertip images taken directly from a camera suffer from a 

number of disadvantages. The contrast between ridges and 

valleys is very low. The level of noise present is significant, 

especially when compared to the low contrast of the image. 

Resolution is often much lower, especially in the case of 

webcams. As the input is a color image, it is also difficult to 

accurately segment the relevant parts of the image from the 

background and other parts of the user’s hand.  

 

The two-dimensional Fourier transform is a tool in image 

analysis that can be very useful for fingerprint enhancement [2]. 

The Fourier transform can convert a grayscale image to the 

frequency spectrum, and decompose the image into its 

constituent frequencies. Thus we can separate fast-changing (high frequency) elements 

of the image from the slowly varying elements of the image. This can be useful in noise 

reduction, and in this project we utilize it to enhance the fingerprint image. 

Figure 3 :  Image 

taken with a camera 

Figure 2 : Image from a 

fingerprint scanner 
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2. METHODOLOGY 

 

2.1 Design 

The system implements two different user workflows :  user registration, and user 

authentication, as shown in this Figure: 

 

 

Webcam Capture and User Interface 
After authenticating the user by traditional means, the user is presented with the 

webcam capture interface. This is a web browser based interface, as we aim to cover a 

broad spectrum of use cases. As all processing happens on the server, however, it is 

easy to build clients for other platforms. In order to guide the user’s thumb placement, 

the video feed is demarcated with an outline. This allows us to more easily segment out 

the background and other parts of the user’s hand. The captured fingertip image is then 

sent to our server for processing. 
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Image Processing and 

Enhancement 
The image processing module has a 

number of steps, as described below and 

outlined in the figure below. 

 

Lucy-Richardson Deconvolution 
Lucy-Richardson deconvolution allows us 

to recover an image blurred by a known 

Point Spread Function. We have assumed 

the PSF to be a Gaussian of radius 5.  

 

Unsharpening 

Next we perform unsharpening by blurring 

the image with a Gaussian of radius of 5 

pixels, and subtracting this from the original 

image. 

 

Bandpass filtering 

We convert the image into the frequency 

spectrum using the Fast Fourier Transform, 

to perform a bandpass filter. A bandpass 

filter is a combination of a highpass and 

lowpass filters, and removes all frequency 

components that do not fall within the 

defined band. The upper band is taken to 

be the cutoff between changes due to the 

ridge-valley transition and noise, which tends to have a high frequency. The lower band 

is the cutoff between changes due to the ridge-valley transition and changes in lighting 

or skin color, which tend to vary slowly and across several ridges. We chose the 

Butterworth filter to perform the bandpass, as it lacks the ringing effect associated with 

ideal filters, but can still provide a sharper cutoff than Gaussian filters.  

 

Ridge Segmentation 

This normalizes the image and returns a mask identifying this region. It also makes sure 

that the mean is zero and there is unit standard deviation for all the ridge regions.  

 

Ridge Orientation 

We estimate the local orientation of ridges in the fingerprint. This is done by calculating 

image gradients and then estimating the ridge orientation by finding the principal axis of 

variation in the image gradients and finally smoothing the covariance data so that a 

weighted summation of the data can be used to generate an analytical solution of the 

principal direction. 

 

Lucy-Richardson 
Deconvolution 

Unsharpening 

Bandpass Filter 

Ridge Orientation 

Ridge Segmentation 

Reliability Map Ridge Frequency 

Hole Filling Ridge Filtering 

Masking 
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Reliability Map 

The function also generates a reliability map which can be used to exclude regions 

which have extreme changes in gradient. 

 

Ridge Frequency 

We then estimate fingerprint ridge frequency within each block. This is done by first 

finding the mean orientation within the block by averaging the sines and cosines of the 

doubled angles before reconstructing the angle. The summation of each column is used 

to obtain the grey values down the ridges. Finally the spatial frequency of the ridges is 

determined. 

 

Ridge Filter 

We then enhance the fingerprint image using oriented Gabor filters, defined as : 

 
Based on the orientation image and frequency map, we generate rotated versions of 

the filter and apply it to the image. 

 

Masking and Hole-filling 

We can obtain a mask by thresholding the reliability map at a value of 0.5. We can use 

this to exclude regions which have irrelevant or erroneous data. Minutiae regions, 

however, will tend to show up as holes in this mask due to their inherently aberrant 

behavior. We perform hole filling on the mask by applying a morphological close 

followed by a morphological open on the mask, with a circular structuring element of 

radius 5 pixels. 
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Figure 4 : Results after each step of Image Enhancement.  

From top left: 1. Original grayscale image. 2. Lucy-Richardson deconvolution. 3. Unsharpening.      

4. Bandpass filtering. 5. Normalization. 6. Ridge frequency. 7. Orientation image. 8. Ridge filter.    

9. Mask after hole filling. 10. Masked image. 11. Final image. 
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Minutiae Detection 
Fingerprints can be uniquely identified using the location of specific minutiae points. In 

the next stage we extract these minutiae points. While minutiae can be classified 

broadly into several categories, they can all be broadly defined using just two :  ridge 

bifurcations where ridges split, and ridge endings where ridges end. Minutiae 

orientation of a ridge ending is defined as the angle between the horizontal axis and the 

direction of the ridge or valley at the minutiae point, for endings and bifurcations 

respectively. We detect these minutiae positions and orientation and store them for later 

comparison. Storing only the minutiae locations and orientation also greatly reduces the 

disk space needed for the sample, compared to the entire image. 
 

Matching 
When performing authentication, the minutiae locations of the input image needs to be 

compared to those of the fingerprint templates stored in the database. The matching will 

need to account for the fact that different portions of the finger could be in the current 

and template frames, and that the finger could be held at a different angle in the two 

images. Upon comparison, we produce a score that represents the number of matching 

minutiae detected. 

 

Server 
This is the control center that coordinates all of the modules in the system. The system 

fetches and stores information from the user, such as username, password, and 

fingerprint images, and responds appropriately. A secure, encrypted connection is 

established to ensure that the fingertip data is not compromised. It communicates with 

the database to authenticate the user’s password, as well as to store and fetch 

fingerprint templates, for registration and authentication respectively. The server 

program also calls the image processing module in order to extract the fingerprint. It 

then calls the minutiae detection module and obtains a template file for that print. In the 

case of an authentication request, the program calls the matching module and feeds it 

the relevant template files for comparison. It uses the resulting score and a thresholding 

algorithm to determine whether the authentication is successful, and takes the 

appropriate action for the user. 

 

2.2 Technical Challenges  

There are a number of technical challenges this project faces. 

 

Firstly, webcams vary in their capabilities. Specifically, they vary in their resolution, level 

of noise, and their ability to perform manual focus. Changes in lighting often produce 

drastically different images, and the contrast between the darkest and lightest parts of 

such an image varies from camera to camera. Our system will need to cope with such 

difficulties. 
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Secondly, testing the system is difficult due to a lack of preexisting data. While several 

free fingerprint databases do exist, they are not useful to this project as the images are 

captured with a fingerprint scanner. For our purpose, we need a test database of 

fingertip images taken with a camera. For this purpose, we had to compile a dataset 

ourselves. With additional resources, this corpus can be expanded to make the results 

even more statistically rigorous. 

 

 

2.3 Implementation 

 
1. The PHP web application consists of enrollment and authentication web pages that 

takes user information and uses Adobe Flash to capture the fingertip image as input and 

displays server response information appropriately. 

2. The Java Control Center coordinates all the modules that make up the system. It 

receives user input over a TCP connection, interfaces with MATLAB for fingerprint 

extraction, the NBIS Linux binaries for fingerprint matching, and the MySQL database 

which stores all user data. 

3. Image processing and fingerprint extraction is performed on a MATLAB instance. 

4. The NBIS module (see below) is used for minutiae extraction and fingerprint matching. 

5. A MySQL database is used to store all fingerprint templates and user information. 
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NIST Biometric Image Software (NBIS) 
NBIS is an open source biometrics matching software originally developed by the American 

National Institute of Standards and Technology (NIST). The NBIS software comes as C source 

code which is compiled on a Linux OS to produce binary executables of all the fingerprint 

matching functions. 

 
The binary executables we have used are : 

 

 CJPEG [8] 

This is a function of  the IMGTOOLS library. CJPEG converts the MATLAB processed image to 

a NBIS compatible grey scale image. 

 

MINDTCT [8]  

This is a minutiae detecting binary executable. It is robust and is able to remove false minutiae 

and assess the quality of the identified minutiae. Upon completion, MINDTCT takes the resulting 

minutiae and outputs them to a “.xyt” text file that is formatted for use with the BOZORTH3 

matcher. This file contains the x and y coordinates, direction angle theta, and the minutiae 

quality. This file is compliant with the ANSI/NIST-ITL 1-2007 "Data Format for the Interchange of 

Fingerprint, Facial, Scar Mark & Tattoo (SMT) Information" standard. 

 

BOZORTH3 [9] 

The BOZORTH3 matching algorithm computes a match score between the minutiae from any 

two fingerprints. The features used are location (x,y) and orientation ‘t’, represented as {x,y,t}. 

The algorithm is designed to be rotation and translation invariant. It accepts minutiae generated 

by the MINDTCT algorithm. 

 

Bash Shell Scripts have been used to run these functions of NBIS on Linux. 
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3. TESTING AND EVALUATION 
 

3.1 Testing Framework 
 

For comprehensive and complete testing, we first tested the MATLAB  Fingerprint 

Extraction on its own and manually passed the images to the NBIS software using 

scripts designed specifically for testing. 

 

We then tested the system as a whole by starting a new database of fingertips and 

having them automatically converted, by the server, to the required template files for the 

matching process. 

 

In testing the performance of any fingerprint matching system, two types of errors need 

to be considered. The first, a Type I error, is the rate at which a genuine user is rejected 

by the system. The second, a Type II error, is the rate at which an impostor is accepted 

by the system. These two values are also known as False Non-Match Rate (FNMR) 

and False Match Rate (FMR) respectively [5]. 

 

There is a natural tradeoff between these two values in any system, as having a more 

liberal acceptance policy will inevitably accept more impostors, and vice versa. 

Depending on the requirements of the system, one may be favored over another. In 

highly secure applications, for instance, a very low FMR might be desirable, at the 

expense of genuine users having to retry authentication multiple times. To evaluate a 

system in general, the Equal Error Rate (EER), defined as the point at which FMR = 

FNMR, may be used. 

 

We aim to test our system and find values that optimize the EER. As we envision this 

system being used in secure online applications such as banking, we also aim to obtain 

a low FMR. We believe that an FMR of 1% would be the minimum required for a secure 

application. Hence we aim to lower the FNMR given that the FMR is fixed at 1%. 

 

As our matching system returns a similarity score for any pair of fingerprints, it is 

necessary to define a threshold to separate matches from non-matches. Since our 

system stores three templates for each user upon registration, there are a number of 

possible thresholding functions that may be used : 

 

1. The average of the three must cross the threshold 

2. At least one of the three must cross the threshold 

3. At least two of the three must cross the threshold 

4. All three must cross the threshold. 
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Based upon extensive testing, we will determine which of these three schemes match 

our objectives the best. 

 

3.2 Test Results 

We performed all of our tests with a Logitech HD C525 webcam, on manual focus 

mode, and set at a resolution of 640 x 480. The server application was installed on an 

Ubuntu Linux 11.04 computer. Subjects were registered and authenticated using our 

website rendered on the Mozilla Firefox browser, running Adobe Flash Player 11. 

 

We tested the whole system as a whole and created a new database of fingerprints 

consisting of 3 fingerprints from 28 test subjects. These fingerprints gave us slightly 

more favorable results. 

 

The FMR and FNMR curves with respect to threshold that we achieved are: 

 
 

 

These results give us an EER of 19.35%. 
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As these numbers were unsatisfactory, we decided to compare the users’ 

authentication with more than one enrollment image. In this process we assume there 

are multiple enrollment images, and calculate the FMR and FNMR for the users 

authentication fingerprint to match any ONE of the enrollment images. This gave us 

results as follows: 

 

No of Enrollment Samples EER(%) FNMR@FMR=0.01 

1 19.35 0.4643 

2 11.61 0.2382 

3 6.17 0.125 

4 13.84 0.25 

5 14.06 0.2744 

 

As can be seen, 3 enrollment samples are ideal and provide a much better 

authentication without sacrificing convenience or security. The final FMR and FNMR 

curve with respect to the threshold is : 

 

 
 

The resulting EER of 6.17% and FNMR@FMR=0.01 of 12.5% is highly competitive with 

studies of a similar nature [10][11]. 
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4. DISCUSSION AND CONCLUSION 

 

4.1 Constraints 
While we have built a system that is robust with respect to changes in lighting and the 

presence of noise, at this stage the system is reliant on a camera that is manually 

focused. The small distance between the fingertip and the camera makes the focal 

distance highly critical, as a small deviation from the ideal point affects the results 

significantly. This means the user will need to be trained to perform manual focus on 

the webcam before deployment. Many webcams are unable to perform autofocus below 

a specific distance. In future work, it will be valuable to build the system to focus on the 

finger area automatically. 

 

A second shortcoming is the lack of existing data for out testing. We have designed the 

system to authenticate if one out of three templates match the input, based upon the 

results we obtained from our test dataset. These values could potentially change if we 

perform a study on a much larger set of volunteers than was currently possible. 

 

 

4.2 Future work 
Due to the thin nature of our client, it is easy to quickly build clients for other platforms. 

In the future, we can build a smartphone application as a proof of concept for deploying 

our system within other applications. There also might be issues specific to phone 

cameras, in terms of the ability to focus. Ergonomic issues can also be explored, as the 

high quality camera is usually on the back of the phone. 

 

Future work can also explore the application of machine learning techniques to the 

matching algorithm. The BOZORTH3 algorithm we utilize for matching is designed for 

fingerprint images acquired using a scanner, and it is possible that images from our 

system have slightly different characteristics. Training a machine learning system to 

perform matching on our system’s outputs directly could yield more accurate matching 

results. 
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